


Step1

When logging in to you Google Workspace account, you
will be met with this message.

Please click enroll and then select ‘Authenticator.

Google

Don't get locked out

Your domain will soon enforce 2-Step
Verification to ensure better account
security.

This policy will be enforced from Feb 14,
2026 which means that you will be
asked to enter a one time password
when signing in.

To avoid being locked out of your
account please enroll into 2-Step
Verification now.

Learn more about 2-Step Verification.

Do this later

€« 2-Step Verification

Turn on 2-Step Verification

Prevent hackers from accessing your account with an
additional layer of security.

Unless you're signing in with a passkey, you'll be asked
10 complete the most secure second step avalable cn
your account. You can update your second steps and
sign-in options any time in your settings. Go 1o security
settings

Second steps
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Step 2
You will then be asked to install the Google Authenticator
app from the App Store/Google Play Store on your phone.

Once installed, head back to Google Workspace and click
‘Set Up Authenticator”
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Instead of waiting for text messages, get verification

Google Authenticator codes from an authenticator app. It works even if your
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Step 3

You will be presented with a QR code on your screen. Open
the Google Authenticator app on your phone again, and
click ' Add A Code" and scan the QR code on your screen.
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Step 4
Once you've done, your Google Authenticator app will
display a time-sensitive 6 digit code
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Head back to your computer, and enter the 6-digit code
and click ‘Verify'.

Set up authenticator app

Enter the 6-digit code that you see in the app

Enter code
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Step 5

Click "Turn On" to enable 2-Step Verification

¢« Authenticator app

Turn on 2-Step Verification
@ To sign in with your authenticator app, turn on 2-
Step Verification.

Instead of waiting for text messages, get verification codes from an
authenticator app. It works even if your phone is offline.

First, download Google Authenticator from the Google Play Store or the i0S
App Store.

Your authenticator
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Change authenticator app

You will also be prompted to enter your mobile phone
number. Once you've done this, click 'Next'

Add a phone number

A phone number can be used to verify it's you when signing in and to receive
alerts if there's unusual activity.

- - Enter phone number

You can use a Google Voice number, but you won't be able to receive codes if
you lose access to your Google Account. Charges from your operator may apply.
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Step 6
Once configured, you will see a message to say that your
account is now protected with 2FA.

Click 'Done’.
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You're now protected with 2-Step Verification
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You will finally see a list of backup codes to download.
These are used in case you get locked out of your account.
However, if you forget to download them or lose them, do
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reset 2FA for you.
Print a kst of codes to keep with you that you can enter to sign in. Keep
these backup codes somewhere safe but accessble.
Your backup codes
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